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The Context
[bookmark: _Hlk7102919]Cybercrime, as discussed by Matt Goodman in his book entitled Future Crimes has proven to be a very difficult crime for policing agents to investigate (Goodman, 2015). This has been emphasized by the authors of the research article entitled “Cybercrime Investigators are Users Too! Understanding the Socio-Technical Challenges Faced by Law Enforcement” (Nouh, Nurse, Webb & Goldsmith, 2019). In this article, the researchers have explored the difficulties that exist in conducting investigations regarding cybercrime. They have raised critical issues that are key to understanding the way criminal investigations are done and the challenges faced by investigators (Nouh et al., 2019). The authors of this paper insist that there is a need for changes to be made in the way criminal investigations are done in order to keep up with the pace at which cybercrimes are evolving and becoming more difficult for policing agents to investigate and bring the culprits to book (Nouh et al., 2019).
The contents of this paper are similar to what we have studied in class in this course in the sense that it begins by defining what cybercrime is and offers a classification of cybercrime. According to Nouh et al. (2019), cybercrime is both computer dependent and computer-enabled. By this it means that some cyber crimes are committed with the help of computer devices and other digital devices while others are committed against computer systems and networking systems such as hacking that is aimed at compromising the security of a network of an organization such as a bank (Nouh et al., 2019). Apart from the definition of cybercrime and what it entails and the two classifications mentioned, the contents of this article also compares to what we have learned in class about the difficulties that exist in combating online crimes. As the digital era continues to grow, cybercrimes and cybercriminals are evolving day and night and they are constantly becoming elusive because of the highly technical skills that enable them to detect any tracing of police agents towards them (Goodman, 2015). Cybercrime investigation becomes very difficult because cyber criminals innovative ways of hiding their identities as well as locations and this makes it very difficult for investigators to identify the actual criminals in cybercrime (Nouh et al., 2019.
One of the important issues that the authors of this paper raised is the lack of a coordinated intelligence system for investigating cyber-crimes. In the UK where the study was conducted, police departments are decentralized and therefore the sharing of information from local national agencies dealing with cybercrime is inefficient and ineffective (Nouh et al., 2019). Furthermore, the lack of technical skills among the staff that conducts cybercrime investigations is also another problem that makes it very difficult for cyber investigations to be successful (Nouh et al., 2019). Moreover, the available IT infrastructure for investigating cyber-crimes cannot handle the technicalities of fully automating the investigations of cybercrimes (Nouh et al., 2019). These challenges prove to be critical issues as to why policing agents that are conducting investigations on cybercrimes are failing 99% of the times.
However, the contents of this paper a little bit deviates from the notion that the difficulty of conducting investigations about cybercrimes emanates from the technical know-how of cyber criminals such as hackers which makes it very difficult for police agents and investigators to catch up with the criminals. We have learnt in this class that, criminals are too clever and always find a way to be a step ahead of police agents and investigators of online crimes and that is why it is too difficult to catch them. This is not the case for this paper as the authors of this article blame the lack of technical skills on the part of investigators, the lack of IT infrastructure that is capable of conducting and helping in investigations of online crimes, as well as decentralized policing agents and investigation systems that make it very difficult to share information from local agents to national as well as international agents so that there is an easy flow of information and coordination, as well as effective use of resources in conducting investigations about cybercrimes (Nouh et al., 2019).
There are quite a good number of research papers that support this paper. An example is an article entitled "Towards designing a multipurpose cybercrime intelligence framework” (Nouh, Nurse & Goldsmith, 2016). This article supports the paper under review in the sense that it offers the various approaches that can be used to design a multipurpose cybercrime intelligence which can aid in successful investigations of cybercrimes.
Relevance and Applicability
The work is relevant to the understanding of cybercrime because it, first of all, explores what cybercrime is and it informs on the two forms in which cybercrime happens. As mentioned earlier in the previous section, cybercrime occurs in two forms. One of them encompasses those crimes that are done using computer applications. The second one takes the form of crimes against computer systems and networks (Nouh et al., 2019). Therefore, the information helps us to get a deeper understanding of what cybercrime entails and also explores how the computer systems can be a victim and also an agent of cybercrimes. Furthermore, the authors’ exploration of the difficulties and challenges that online crimes investigators face in their investigations goes a long way in presenting a clear way forward on how organizations dealing with cybercrimes, as well as governments, can successfully engage in investigations that can combat cybercrimes and bring to book cyber criminals. Towards the end of this article, the authors of this article present a summary of the results of their analysis of the responses they got from various experts that they interviewed through questionnaires. The authors also give recommendations that can be used to make cybercrime investigations successful. Therefore, this article is crucial in the understanding of the problems that hinder successful investigations of cybercrime. It is also crucial because it presents recommendations that can be put into practice by law enforcement agents, particularly those dealing with the investigation of online crimes, to conduct successful investigations, and successfully bring the online crime perpetrators to light and consequently effectively dealing with the menace brought about by cybercrime.
Looking at the recommendation of this work, they can be applicable in today's efforts geared towards combatting online crime. For example, one of the problems that the authors identified is the lack of IT infrastructure that has the capability to fully automate the process and efforts of investigating digital crimes and cybercrimes (Nouh et al., 2019). The authors, therefore, recommended that the concerned organizations and government agents should first of all invest in building sophisticated and highly technical infrastructure that can help investigators to conduct successful investigations of cybercrimes and bring the criminals to book. This can be applied in any country, specially developed Nations that have the financial capability and human resources that can engage in the building of such highly sophisticated infrastructure that can aid or helping agents as well as investigators to conduct successful investigations into cybercrime. Furthermore, the contents of this article also recommend centralization of policing agents and departments to ensure effective flow of information from local to national and international bodies and levels so as to ensure effective coordination of efforts geared towards the investigation of cybercrime. This can be applied by any country, especially the United States of America and the United Kingdom, which the study has identified that have a decentralized policing system which makes it difficult for information to flow from local to higher levels of security agents. The recommendation that the investigators as well as policing agents have to be trained on how to cope up with the technical skills of the current cyber-criminals applies even to organizations, both public and private, who are handling data that is at risk of being attacked by cyber criminals such as hackers.
Critical Evaluation
Having read the article on the challenges faced by cyber-crime investigators, it is clear that it is a high time that governments, as well as security agents, changed their tactics in the way they handle investigations regarding cybercrime. A crucial point raised in the article is that, most of the people who engage in cybercrime investigations are those people who have expertise and knowledge in conducting ordinary crime investigations (Nouh et al., 2019). However, considering the revelations that have been made in this article, it is challenging to conduct successful investigations in cybercrime using the same methods used for investigating ordinary crimes. Therefore, governments in all countries across the world should engage in conducting time-to-time training of the police officers and detectives that deal with investigation and combating of online crimes. It is only with real-time and continuous training that the police departments, as well as investigators, will be equipped with current information that matches that of cyber criminals (Nouh, Nurse & Goldsmith, 2016,). This training will help to equip investigators and security agents with information and technical know-how on the current methods that can be used to detect and identify cyber criminals. Furthermore, it is also prudent to ensure that appropriate Information Technology infrastructure is available for the departments and investigators dealing with online crimes. Of importance, the tactics used by investigators as well as security agents who investigate cybercrimes have to change from those used in ordinary criminal investigations to technical strategies and tactics that use fully automated processes and computer systems to identify highly skilled criminal such as hackers. Therefore, I think that these article’s information is a wake-up call for all cyber security agents across the world because it offers important insights for the reason why investigations on online crimes fail 99% of the times.
However, even though the article offers great recommendations, on how investigations of cybercrimes can be made better, some things would have made the article better. An area of improvement for the paper would have been to offer specific directions and computer methods that can be used in real time to detect some of the cybercrimes. Even with the building of sophisticated and highly technical IT infrastructure, there will still be a need to have specific methods to use that infrastructure for successful investigation and cornering of cybercriminals. Therefore, it would have been great if this article’s authors would have shared a glimpse of some of the specific real-time methods that can be used by computer experts in security departments to detect some of the cybercrimes that are being experienced in society today. Nevertheless, I believe that the article has presented clear insights that should be used by government agencies dealing with cyber criminal investigations to bolster and improve their methods of investigation regarding cybercrimes. The article has also given a clear way forward on how improvements can be made by fully automating the processes of Investigation through having technical IT infrastructure in place to help the agencies and police department agents and bring criminals to book.
This article's content is also useful in the sense that with the increased digitization of processes and activities, there is a need for people to be sure of their security and safety in online platforms. This can only be made possible by having effective digital security measures that can be achieved by taking into account and putting to practice the recommendations offered by the authors in this article.
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